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Preface
1 Purpose

This standard defines the specifications for standardized APIs(Application
Programming Interface), communication and authentication methods, and
transmission data protection mechanisms used in the interconnection between
Identity Verification Service Providers and relying parties, in order to provide
Identity verification services. The objective is to enhance the reliability of
Cl(Connecting Information) based identity verification services and present
protective measures to safeguard personal information.

2 Summary

This standard defines the API specifications for the integration between relying
parties and  accredited Identity  Verification  Service Providers, using
i—PIN(Internet-Personal Identification Number), mobile phone, card, and certificate
authentication methods designated as official alternatives in the Republic of Korea.
It includes message formats, communication procedures, and security
requirements necessary to safely and consistently transmit users' personal
information.

By adopting a REST(Representational State Transfer) APlI-based structure, this
standard standardizes the entire process—including identity verification request,
authentication execution, and result retrieval—enhancing both interoperability and
security between systems.

The main components of this standard are as follows:

@ First, standardized API specifications for Identity Verification Service Providers,
@® Second, communication and authentication methods for secure APl usage,

@ Third, data protection mechanisms for transmitted information.

This standard applies to the API interaction scope between relying parties and
Identity Verification Service Providers, including APl access control, verification
request, and result handling. It provides a technical foundation for implementing
reliable identity verification systems.

3 Relationship to Reference Standards

None

i TTAK.KO-12.0429
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® RFC 6749: The OAuth 2.0 Authorization Framework
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3.1.7 JSON(JavaScript Object Notation)
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API Application Programming Interface
Cl Connecting Information
DI Duplication Information
EncK Encryption Key
HMAC Hash-based Message Authentication Code
HmacK HMAC Key
HTTP  Hypertext Transfer Protocol
i—PIN Internet Personal Identification Number
v Initial Vector
JSON  JavaScript Object Notation
JWT JSON Web Token
KDF Key Derivation Functions
TLS Transport Layer Security
URL Uniform Resource Locator
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sensitive or valuable data, whether it is personally identifiable information(PIl),
financial data, or login information, needs to adequately protect that data.)
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% NIST SP 800-57 Part 1 Rev.5(2020)0 =™, 2nelE& 2 =HDI|2H(Algorithm
security lifetime), 210e2lE S& X AFEJI2H(Algorithm originator-usage period), Ol
Ol 2ot =X (Security life of data)It YAIZIO ULt (The estimated time period
during which data protected by a specific cryptographic algorithm(and key size)
remains secure is called the algorithm security lifetime. During this time, the
algorithm may be used to both apply cryptographic protection (e.g., encrypt
data) and process the protected information (e.g., decrypt data), although the
period allowed for applying protection (the originator-usage period) colud be
shorter than the algorithm security lifetime.)
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2t0lE{ 2 client_credentials2 & &StCh JI28 2=z 2240/HE
Al BIICH0 Z&3IH &S5 2EECZ CIIE 01sJ|2e2

~/ident/version/access APIE &

ror

eSS ?loll OlEJ |22 MEN == UHHSE

dHS ALEEHCE.

dagge §2E22 oHHGHH 2t2loiOF ot E2&E322 |72 s AMAEEY =
ULk

F2E29 HA2 75II2H01 2tZ6HI| S0l AP0l 24 4I6HO0F SFCH

OIAID 129l Z=2 2tz TAIZE &, TAIZ2te] 22 otz 102 & S.

S22 §2EZ2 API ALE AIOI2H ALZ0HOF SHCH

Gl Al)

[Request]

POST /request

Content-Type: application/JSON; charset=UTF-8
Authorization: {access_token}

{

2O E o528 Sol E2E22 Y38 = YYHOZ Headertl 22t0IHE 00ICI2F
IO E AlDE S 2 Basic Baseb4{client id:client secret} &4l9 gtS, JSON It

[ )

Sct0IHE 218

Ofl Al)

[Request]

POST ~/ident/version/access

Content-type: application/JSON; charset=UTF-8
Authorization: Basic base64({client id}:{client secret})

{

“grant_type“: "{client_credentials}”

}

[Response]

HTTP/1.1 200 OK

Status: 200 OK

Content-Type: application/JSON; charset=utf-8
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7 =QEOIMHIA API HA
7.1 APl 2

711 EE OolH

)
o =002 wggte GASH ZE @ Sct0/¢E Ot0ICI, Sct0IHE Al

SE st (Part2 oAl &&=
| E =

& ISO/IEC 10118-3

- HMAC-SHA-256 J|&t9] I| K& &=
KDF(Key, Label, Context, Key length)
® Context : O Hell @F Al SQIE0ID| 20 Al MHSH EHIA AR
key : =QI&01J|2t APl At 0l =
Label : 9| MA Al, M4 22X AEHZOZ A=

Key length : 80Byte

dd 2Lels 88 2&

« JI2E ZEZ(CTR)

* Counter= 3| Z0[0 ek 128 NIHX

=253 I - 32byte(MAE HIOIEH 2Z2E 32byte)
IV : 16byte(2-253 3| 0lF 16byte)

LAH I : 32byte(lV gt 0lF 32byte)

oAl &2 : HMAC-SHA256

x
nt
U
nT
o
02
o 0
ol
L
=
o
=
ol

OLAL

key(ticket) = 03e550b77bf43da54170be12672822cd18e44b47bf3fbd0eb3
context(tx_id) = A001.03dc7e22-0573-421f-96c0-fd1d5b869e1b
label = keycreate
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X
hi
o
>
i
él
b
M
i
o
b
&

key length(&& I| 20]) = 80byte (& Al 16& %= HIEEZ HE& )

1. Init
® Key%t Context gt &€&
e Key = “962abde1035d8ffd498d669a63c951841923f7062¢1f8bcca8cccbasfdbb8e40”
* Context = “A001.cad800ed-40e1-4876-al6a-177676d0d83a”"
* label = “keycreate”
e key length = 0x0280

2. 1R HMAC =¥
® |nput data = (byte array)[Label+0x00+Context+Key length]
* input data =WxBbWxB65Wx7IWxXE3WxX72Wx65Wx61Wx74Wx65Wx00.. . Wx02Wx80
» date = counter(Wx01) + input data
x QUadgkol 2+ Bi(key, context, label, key length)Jl &&0 M2t 2Xg &2
hexstrmgOI A0 U= = ULL String2l B hexstringL =2 HZoH0F ot 0l
= hexstringE byte A2 HE0| ER0ICH

]

JIOIE0I M= OIOIHS gAam Hetkl= Ale s 20

i

Key = hexString

Label = String

0x00 = Byte

Context = String

Key length = hexString

M== GO0lH= String, hexString, ByteJt &= & 4!0|Ct.

ZE 2= HOIHE 2=D] fIoi 2 GIOIEHE Byte @Az Bt E0| 2 R0t
2Lt

AN String2l &S hexString I B atotH st 2L

Label : keycreate —> 6b6579637265617465
Context : A001.cad800ed-40e1-4876—al16a-177676d0d83a
-> 413030312e63616438303065642d343065312d343837362d613136612d313

737363736643064383361
0K 2 Z hexStringe ByteEAIC =2 HE F 2F {IOIEHE &Xl= UHES HXIH =0

Label : 6b6579637265617465 —> WXBDOWXO5WX 7 IWxXB3WX 72WX65WXO 1 WX 74Wx65
Context2] &< Labellt =2st &HAICZ Byte EACZ HENGEZ
XESHOZ MHE bytearray A2 input data 20 122E

counter Wx01= FJ}6t0d dataE A &HL.

® 1R HMAC Z 1t
 Hmac-sha—-256(key, data)
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0
HL

SA&IEH

FHl

=(22EE)

® [nput data = (byte array)[Label+0x00+context+key length]

@ 2 2IRC = MM 2t

o Z 1 1 725¢59018693ef0b87bf4alfdb8ec6224168bb07358b2a562d5dad724b585ect

. 2R HMAC &%

* input data = Wx6bWx65Wx7IWX63WX72Wx65WX6 1 WX 74Wx65WX00... Wx02Wx80
» date = counter(Wx02) + input data

2R HMAC Z 1t

» Hmac-sha—-256(key, data)

o« Z : 9b616f3932f821cabbc6b07chded4fdc7bdal3689795641ea57643e45fbf5baa

. 3R HMAC =%

Input data = (bytearray)[Label+0x00+context+key length]

* input data = Wx6bWx65Wx7IWXE63WX72WXE65WX61Wx74Wx65Wx00... Wx02Wx80
e date = counter(Wx03) + input data

3R HMAC Z 1t

* Hmac-sha—256(key, data)

o Z 1t @ f0aa900c08cab4fd0e6520febeaacdbe365f2e27ff3ac5ee2e010d5d38a9739

2

1R HVAC 21k 725c59018693ef0b87bf4al fab8ec6224168bb0735802a562d50ad 7240585ect
2R HVAC Z1F 9o616f3932f821cabb6c6b07c5ded4fdc7bdal3689795641ea57643e45fbfbbaa
* 3R HVAC Z1F f0aa900c08cab4fd0e6520febeaaedbed365f2e271ff3acsee?2e010d503829739

Key : 962abde1035d8ffd498d669a63c951841923f7062¢1f8bcca8cccbaefdbb8e40
context : A001.cad800ed-40e1-4876-a16a-177676d0d83a

Label : keycreate

Hmac-SHA256

725¢59018693ef0b87bf4a1fdb8ec6224168bb07358b2a562d5dad724b585ecf9b
61613932f821¢abb6c6b07c5de94fdc7bdaf3689795641ea57643e45fbfbbaaf0aa9
00c08cab4fd0e6520febeaaedbe365f2e27fff3acbee2e010d5d38a9739

(08 7-1) HMAC-SHA-256 JIgt J| K& &=
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o x5 =3 J|

1R+2R+3R HMAC Z1t0lA REZ2H 80byte

*  725c59018693ef0b87bf4alfdb8ec6224168bb07358b2a562d5dad724b585ecfOb616f3
932f821cab6c6b07c5de94fdc7bdaf3689795641ea57643e45fbf5baaf0aa900c08ca54f
d0e6520febeaaedbe365f2e271ff3ac5ee2e010d5d38a9739

o 253535 J| (FEREH 32byte) :
725c59018693ef0b87bf4alfdb8ec6224168bb07358b2a562d5dad724b585ecf
IV (2-=53 31 0|F 16byte)) : 9b616f3932f821cabbc6b07c5ded4fde
24 I (IV 0% 32byte) :
7bdaf3689795641ea57643e45fbfbbaaf0aa900c08cab4fd0e6520febeaaedbe

2 2582 JAVA JIE bytearray 422 8l

7.1.3 OO0IH ¢35 ¥ =53t

M
A
e =2
x
rr
M
o
Jo
°
x
(==
| >
v
1>
o
Ql
rr
1|
O oA
=2
x
e
b 0x

= F2 0ol & JHelEe &
=

= KDOF2l &AMl H2= 7.1.20

>_

- & €1hels Il €IV gt &4

EncK = KDF(Key, Label, Context, Key length
® Context : O Hell F Al 2SI 20AN MHSH E
Key : 20120102 APl NHOIA Z3E2 0
Label : I M4 Al, M4 55 AHEO
Key length : 80Byte

EnckK M4 :

* EncK = KDF(Key, Label, Context, Key length)

e 2SSl I| : 32byte(MAHE I HIOIHS 2AZ2H 32byte)
IV : 16byte(2 =3t I 0|F 16byte)

| ¢12lE& : HMAC-SHA256

2SS 2NeB - AES256-CBC / PKCS#7Padding

/

~

H
=
010

>_

® 0
.O

*

o
1
[P

X

ﬁF

2ro g
=T o

0T
|0
HU

ssst I =&

OIAl) =olstol 2 22353 I /&

context(tx_id) = A001.cad800ed-40e1-4876-a16a-177676d0d83a
Key(ticket) = 962abde1035d8ffd498d669a63c951841923f7062¢1f8bcca8ccchbaefdbb8e40
Label = keycreate
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key length = 80byte

I K= 0%

key : 725c59018693ef0b87bf4alfdb8ec6224168bb07358b2a562d5dad724b585ecf
IV @ 9b616f3932f821cab6cbb07chde94fdc

Plain text = {"name":"E=Z24Y A" "birth":"970101","gender":"M","DI":"wzn41IUj1VWa1XeMb
OW1hDPI/lyJToOxpR5a/mWdpLTjaSRrQW3nkGIQaAKZVWLH","CI":"CQ2YcojSPhIH2bFZxAHWW
3URPOX/JU/iDPkz2EcDY4sJ5RWuUNspacdFFtZp3GSxJnNYiKsPUS7TVTxOJzJdL+w=="}

Encryption(aes256—cbc(key,iv,message))
=>/270/zhoRvsvMa8GhFpiPxZRRpoueo3i556f83ybyBxPrOOId2FCEPK/GXfSoQSUeTel 2ayvsV
tGACt+rjvFicD+PkPsxGOnAcowHXvI30eouxVMzs34aywaQ03fndFu6 ZuQQPLYBTrbDM94jkiDIO
Bwm88FSFclvL5n9h3uuX3JMfbjO1aN+3kaQms2ZbJYP/aG+Izt2zUIdVAHOj 1 pXrT6srtUNrEDKMf
3EK2812IgHGXZuHV/Y6rbtOiXzPTBxzCHIYGS0ZCYSdDd/ML5PTz3XQQtEcpiEJczRahbajpl=

Key : 962abde1035d8ffd498d669a63c951841923f7062¢c1f8bccaBeccbaefdbb8e40

Context : A0O01.cad800ed-40e1-4876-a16a—177676d0d83a

Plain text : {"name""EE24HA
*,"birth*:"970101","gender™:"M","DI":"wzn411Uj1VWq1XeMbOW1hDPI/lyJToOxpR5a/mWdpLTjgSRrQw3nkG9QgAKZVwWLH","CI":"
CQ2YcoiSPbIH2bFZXAHWW3URPOX/JU/iDPkz2EcDY4sJ5RWuNspacdFFtZp3G SxJnNYiKsPUS7TvTxOJzJdL+w=="}

AES256-cbc(key, iv, message)

/27D/zhoRvsvMg8GhFpiPxZRRpoueo3i556f83ybyBxPr00Id2FC6Pk/GXfSoQSU

eTelL2ayvsVtGACt+rjvFicD+PkPsxGOnAc6wHXv93oeouxVMzs34aywaQ03fndFu
6ZuQQPLyBTrbDM94jkiDIOBwm88FSFclvL5n9h3uuX3JMfbjO1aN+3kaQms2ZbJ
YP/aG+lzt2zUIdVAHOj1pXrT6srUNr6 DKMf3EK28I2IgHGXZuHV/Y6rbtOiXzPTBxz
CHIYGS0ZCYSdDd/ML5PTZ3XQQtEcpiEJczRahbajpl=

(O 7-2) th

ox

2els I IV gt dd

Decryption(aes256-cbc(key,iv,message))

=>{"name":"EZ Y A" "birth":"970101","gender":"M","DI":"wzn411Uj1VWq1XeMbOW1h
DPI/lyJToOxpR5a/mWdpLTjaSRrQw3nkG9QaAKZVwLH","CI":"CQ2YcojSPbIH2bFZXAHW
w3URPOX/JU/iDPkz2EcDY4sJ5RWuUNspgcdFFtZp3GSxJnNYiKsPU5S7TvTxOJzJdL+w=="}
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|2t OlZD0|& 28 dSote O0IH s 22 22 224 HS

SN LS ABEES Al 2D2IE2 HMAC-SHA256S2 AIBSHH HMACH AtEE
Jle =S50l AIBEE HAD 22 YAOER RTECH O EAIE KOFY &N I
B 7.1.200 MEE0 UL

- 228 AZ Il MY

HmacK = KDF(Key, Label, Context, Key length)

® Context : O HeH LE Al S &I 2HUA HLE ESHME g AIS
Key : Q120102 APl MHOIAN 222 &S3t OOIH AtE

Key length : 80Byte
HmacK 24
* MacK = KDF(Key, Label, Context, Key length)
o 32byte(MAE I| OIOIEIS 2EZ 32byte)
® oAl 212|E : HMAC-SHA256

[
® label : J| HE Al, dd =8 MNEESCZ ME
°
[

® Rot= J|l Z0IE 32byteZ 2 =23 I sLet J| &0 rEEHI M=
0l 80byteE =&8t 7l LEZX 32byteE AEoIH &-5s3517| & Ve SXIX &
= OIOIEE AtEetLt.

S/HdAsE 22 YEHOZE R2H 30 AEE BSIIE Rttt

OLAl

Context(tx_id) = A001.cad800ed-40e1-4876-al6a—177676d0d83a

Key(ticket) = 962abde1035d8ffd498d669a63c951841923f7062¢1f8bcca8ccchaefdbb8e40
Label = keycreate

key length = 80byte

Jl #& 0=

Hmac-key : 7bdaf3689795641ea57643e45fbf5baaf0aa900c08cab4fd0e6520febeaaedbe
input Hmac : 9JrPidwQNAVddtGsIVuQeQZuaPSBsABJ4/sD9fsHlas=

message : /270/zhoRvsvMa8GhFpiPxZRRpoueo3i556f83ybyBxPrOOId2FCEPk/GXfS
0QSUeTel2ayvsVtGACt+rjivFicD+PkPsxGOnAc6wHXv93oeouxVMzs34aywaQ03fndFu6
ZuQQPLYBTrbDM94jkiDIOBwm88FSFclvL5n9h3uuX3JMfbjO1aN+3kaQms2ZbJYP/aG+I
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zt2zUIdVAHOj1pXrT6srUNr6 DKMf3EK28I12IgHGXZuHV/Y6rbtOiXzPTBxzCHIYGS0ZCYS
dDd/ML5PTZz3XQQtEcpiEJczRahbajpl=

generate hmac = hmac_sha256(HmacK, message)

Key : 7bdaf3689795641eab7643e45fbfbbaaf0aa900c08cab4fd0e6520fe6eaaedbe

Data :

/27D/zhoRvsvMg8GhFpiPxZRRpoueo3i556f83ybyBxPrO0Id2FCEPk/GXfSoQSUeTel 2ayvsVtGACt+rjvFicD+PkPsxGOnAc6wHXv
93oeouxVMzs34aywaQ03fndFu6ZuQQPLyBTrbDM94jkiDIOBwm88FSFclvL5n9h3uuX3JMfbjO1aN+3kaQms2ZbJYP/aG+lzt2zUI
dVAHO0j1pXrT6srUNr6DKMF3EK2812IgHGXZuHV/Y6rbtOiXzPTBxzCHIYGS0ZCYSdDd/ML5PTz3XQQtEcpiEJczRahbajpl=

Hmac-SHA256

9JrPidwQNAVddtGsIVuQeQZuaPSBsABJ4/sD9fsHlas=

(g 7-3) 224 &

0l

I AdA

o o

generate Hmac : 9JrPidwQNAVddtGsIVuQeQZuaPSBsABJ4/sD9fsHlas=

715 S MAE R TS

SE = MAIEot=Xl #ol & Z2SoH0F ot OI0 23S0 OtcHE S=oHoF &t

o Ol=Jaz ZURE 0 e 0|Ehgs 88 = U= XNE= HOIHE &
S Al Z2got0 &S0k Sttt

o =002 0|20 REote ==l AL g OISR et ol
Xl Bt= Al 2tCloli OF etCt.

e 0I5 Zies zx 132 2UE LZE06iH &2 0l= oy 5SS 2=o 210 HeE
= 2 XISt

e =01=01 0IF 20l Uet SE=2 10=0l stoll 2t= AlZ2tES FXIotH = Al oilg =
QIZOl QI AS UZAIA =& IS0 et 2etd =S 2 otstCh
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— Response body (JSON)
<E 7-4> €Y Ul0lEl(Response Body)

a=s Eted B2 8 | 2538 o &89
code String M N SY Dt . 2¢ A& Ho EX
message String M N SE HAIX : S Z& 39 &axX
EOIEOIJ|IZA 0lZ2II o= 0|&
access_token | Strin M N B} _
¢ APl AFES 9I5) MME £2
expires_in time M N H2E2 o2 A2t (Unix Time)
token_type String M N EZ K8, “pearer” 14H
- Sample
® Reqguest

Request POST /ident/v1.0/access HTTP/1.1

content-length: 55

Authorization: Basic RHJvbm14Q2xpZW50SU9GRHJvbm14U2VicmVO0
Content-Type: application/json

{

"grant_type": "client_credentials",

"scope" :

® Response

Response HTTP/1.1 200
Content-Type: text/plain;charset=UTF-8
Content-Length: 384

Date: Mon, 03 Jun 2024 14:17:36 GMT
Connection: close

{

"code":200,

"'message" @ "SEH&EZ",

"access_token" : "eyJhbGciOiJlUzl 1NiJ9.ew0GICAgINVZzZXJpZCl6ljAXY phdGlvb1i6I CJECecmSuaXiglog
ICAgINNjb3BlljogbyAiSSIsICJ INilgMiwgalIAilFSsCiAgI CIAIdGav2l 0gijl AZzUTMGINN2ZmNDKY TUOMT ewY muXiVij
Y 3MigyMmMNKMTIhNDNIiRDNid2iNmYmQw2ZWzlgogl CAglmhlbClEI DEM3ATzODI2ZNDUsCiAgICIAIZXhwljogMTcO
MTcwODYONswKICAgICJIdGMIOIAIIg9. fMVB]5GUCEVTb_Sf7slsgobhaA2_g91y4rkKUeVU1bJpA",

"expires_in": 1714918645,

"token_type": "Bearer"

0K
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- Request Body (JSON)

Gl 0l 8l (Request Body)
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= et 2 68 | 4535 68 g9
olEol AW doIEH CI/DIDF 2% X
s}
callback String M N 01X}t 20101 0| Z HI0OIH &8s Z2
0| S X 2CI&0l 0| EHMA |ID &S
g Al
callback_type = {T1|T2}
callback_type | String M N -T1 : 22 OO0l B2 d38dte &2
(Server To Server)
-T2 : 282 O0lel 82 =dlotle 22
(Server To Browser)
, APP PushZ S8t =20I=0IAHlA 018
auth_type String O N
Al AP
) SOolEo|2YE =IIZ 0|ZEJ/20H &
temp_data String O N
S22 HOolH

— Response body (JSON)

<E 7-7> €% UI0IEl(Response Body)

= Eted 24 8 | €53 o8 g9
code String M N SHg Rt . 8¢ D& Ho FX
message String M N sSY HAKX : 82 & d2 X
. . 012120 AN RESH EHMEAZ AlHGID|
tx_id String M N _ _
Ploff SIS0 2NN MHAS N8 H2
auth_url String M N Ol Xt 2152 fst 22 URL
- Sample
® Reqguest

content-length: 78

{

Request POST /ident/v1.0/request HTTP/1.1

Authorization: Bearer eyJhbGciOidlUzI1NiJ9.
ewoglCAgInVzZXJpZCl61jAXYphdGIvb1i6ICJECGecm9uaXigloglCAgInNjb3BlljogbyAiSSIsICJ1Nil
gMiKiLCAIUyIsICJ1GilwllAilFhscsCiAgICIAIdGJav2I0gijlAZzUTMGINN2ZmNDKY TUOMTcwY muX
MjY3MjgyMmNKMTIhNDNIRDNid2]NmYmQwZWIzlgoglCAgImhlbCIEIDESMTA20DI2NDUsCIAgIC
IAZixNzXhjogMTcOMTcwODYONswKICAgICJIdGMIiOiAilgpg9.
fMV6j5GUCEVTb_Sf7slsqo5hgA2_g91y4rkKUEVU 1bJpA

Content-Type: application/json
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HESAMHYNES(Z2ESR)
"site_tx":"20240624145005",
"service_type":"M",
||reQ_Coden:uC|n’
"callback":"http://{CPUrl}/Sample/Phone/result",
"callback_type":"T1",
"temp_data":"test"
}
® Response
Response HTTP/1.1 200
Content-Type: application/json
Date: Mon, 24 JUN 2024 14:50:05 GMT
Connection: close
Content-Length: 141
{
"COde”:"ZOO”,
"message":"SEAH 3",
"auth_url":"http://{E=Z Url}",
"tx_id":"A001.25998660-c751-4e17-b05e-3b65d57296d2"
}
7.4 20180l 2N A (result)
<H 7-8> 2OIE0l ZNeA APl &Y
APl & Zolstol Z2URA (result)
URL ~/ident/v1.0/result Method POST
e OIS S 2Zst 2= MBIAN st 20 RFOIC
e 2F OIE4CZ Soll OlE2AIF BE0I2 25610 0|sJ|I2e2 MEE
EMA ID(tx_id)gtS =Sol&old|2o Aol 2ssiE JHIEEE
BFSLSHCE
o ZAINE MAHSIs SQEQII|I2A2 253 HOIEHII MAE HIEZQ Al
e 22 210 320 EZEo0 =53 Al 22 2353 HO0IEHE Hige=z
I REE = UEF stl.
o QIEGIE EUMIMOl =2OIEQI0| OFE A2 X LUS M &M =2 Lt
Etl= AEN gt= EHEtSHCE.
o SE 22 encdata?t hmacl Z1t= OIOIE =&=2 X8| floh &
53t 0lF base64 QD E I HESHC.
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- Request body (JSON)

<E 7-9> 23 UI0I&H(Request Body)

a=s [S3ed] T 8 | 258 o8 &9
tx_id String M N EUHMNHAZ Solf ZLRE 20&0l Z2NURH
- Response body (JSON)
<E 7-10> €% OI0IE{(Response Body)
a=s [S3ed] T 8 | 258 o8 &9
code String M N Sg & . 2Y DE Ho FEHX
message | String M N s HAIX : 82 2& 32 &=x
tx_id String M N EdMAZ Soll I K=ot ®I8t callback
JSON Ioio| 2s535tEl 0|=2Xe =ZQol&tol
Z It (baseb4encode)
user_name : Ol&
birth : A2 {YYYYMMDD}
gender : g {M|F}
encdata String M Y M: X F A
national_info : LH/Q =2l 2&
L: W=l F: =0l
ci: ¢H 382
di : 20t &X &8
ci2 :ci Al A &2
) 2S5 HOIES RZ24d HES2 st 832
hmac String M Y
2t (baseb4encode)
- Sample
® Request

Request POST /ident/v1.0/result HTTP/1.1
content-length: 54

5GUCcEVtb_Sf7slsoaShaA2_g91y4rKUeVU1bJpA
Content-Type: application/json

{

Authorization: Bearer eyJhbGciOiJlUzI1NiJ9.ewoJICAQINVzZXJpZCl6liAXYphdGIvb1i6ICJECGemSu
aXlgLoalCAgInNjb3BlljogbyAiSSIsICJ1NilgMiKiLCAiUyIsICJ1GilwllAilFhscsCiAglICIAIdGJav210gijlAZzU
1MGJINN2ZmNDKYTUOMTcwnY muXMjY 3MgyMmNKMTIhNDNIRDNid2jNmY mQwZWIzlgogl CAgimhibCl
6ICJED3MzOTA2NDNUSCIgICAgICIAZXNwWIjogMTcOMTcwODY ONswKICAgICJcldGMIOiAilgpg9.fMVE]

"tx_id":"A001.25998660-c751-4e17-b05e—-3b65d57296d2"
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® Response

Response HTTP/1.1 200
Content-Type: application/json

Date: Mon, 03 Jun 2024 14:17:36 GMT
Content-Length: 536

{
"code":"200",
"'message":"SE&3",
"tx_id":"A001.25998660-c751-4e17-b05e-3b65d57296d2",
"encData":"mHhNJawjjhYOUvo0QhG8lubgbxcpY+2duKfFx+EvDzh1cSKBtrOAyNr1i6Qko2rg
OK7Xi/WKEGPoSknluz8FS1u7F9x60Li8yUQZAf7nfvFzDZNnEZOJynCvGY QxIPBK+gXgn9uesyhlA
TcSADXROURMbLz/dKsp9kKtiNCcy79Qiul9ZetZDX0gn+tES07NbgY4CDvIu3ZbStiemOtAEOMpi
0i7GeJEBjoscSRU3RyU2wDbISUiSngfHY LaoCVcYBaF9pxOVXGYIbB1vUSEKNmM@9j48S7mJZ110
6B3ms5IcYjc1 TCQB4CQCIKPx29X4/WBFDIBM0Oe2XkPOEtGWMZiHy/td70Ve90fenRXxgKRA=",
"HMAC":"gM40WebMsyDKTDM9No+GmbJDrenWFAz9DfJ+FLfcISY="

}
75 SE 2Lt
<H 7-11> 89 2E =2
HTTP CODE MESSAGE £9
200 200 SUCCESS SEES
400 001 AUTHORIZATION_HEADER_ERROR ol 2=
400 002 INVALID_PARAMETER IOl 2%
400 003 TOKEN_EXPIRATION_ERROR EZ Bg 2%
400 004 EXPIRATION_TIME_ERROR 2L A2 2B 2F
400 005 EXPIRATION_COUNT_ERROR Z2X3 3 Ol 2F
400 006 SERVICE_FAILURE_ERROR MBIA ZOH
400 007 ACCESS_DENIED 82 N2
400 008 INVALID_USER_ERROR 2z 02X
500 500 INTERNAL_SERVER_ERROR NH 2%
500 999 UNKNOWN_ERROR g = Qe 2F
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2 =2 |
T T
(2 222 H=s ESol)| 2st sez EE9 22= 0t)
s2 o BEE ==
= 2E0HANM=E 6.22 =2 JIsE BOUHAUA A8 23 & L Jl= J0IE2t200
CHoll M=&HCH
.20l M=t F2 JIsg 2N ol Z1st =2l JI0|Eetel ¥ H= 2E2
Ct=ar 2Ct.
<H II1-1> Jlsg d&t & S8
HS IR= 22 HEY =2 X
1 Base RFC 4648: The Basel16, Base32, and Basebt4 6.9 1
ol3gl Data Encodings o
29| RFC 8259: The JavaScript Object
2 JSON - ) 6.3.4
Jl==2, | Notation(JSON) Data Interchange Format
2210|E L
RFC 6749: The OAuth 2.0 Authorization
3 otolc| & 6.2.1
Framework
INEEL
=t (2024.04) 2II1EER, “2II8 BUFAEY
JtolEete! ’
4 TLS 201012 (2019) NIST SP 800-52 Rev.2 “Guidelines for the | 6.2.4
R Selection, Configuration, and Use of Transport
Jtol=etel . L
Layer Security(TLS) Implementations
(2018) MEII=HESA R, st=0(HURER, “S
=LH S 2els € I oLHA
JioIE2tel
(2024.04) 2B, “20I12 B QPAIE”
5 == 6.2.5.2
sorus (2019) NIST SP 800-131A Rev.2 “Transitioning the |
=0/(012) Use of Cryptographic Algorithms and Key Length”
(mmp= ) o] |
JHol=etel (2020) NIST SP 800-57 Partl Rev.5 “Recomm
endation for Key Management:Part 1 — General”
214 (2020.12) MOIMNBE2SL3|, &20HIARNER,
JOIEek2l | “IHeI™ ol 2S5 =X OFLHAL”
oS3t
° | xg A= ooz | (2019) NIST SP 800-52 Rev.2 “Guidelines for the 6.2.5.2
B B Selection, Configuration, and Use of Transport
JolEetel ) L,
Layer Security(TLS) Implementations
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HS we -2 HE=Y HZ X

2 els9

ot s | FHOIR) | (2020) NIST SP 800-57 Part! Rev.5 “Recomm |

+;|;° JIOIE2t2! | endation for Key Management:Part 1 — General” T
=LH (2018) TTAK.KO-12.0334-Partr2: IHARE DJ|BtH
HEZA I K& &% - M28: 6l A& 4 SHA-2

HMAC 7.1.2

=229| (2018.10) ISO/IEC  10118-3, “IT  Security -
HZEEAM Hash—functions—Part 3: Dedicated hashfunctions”
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= =
(2 2= HZEg 2551 98 822 EFO

Message Schema (JSON-SCHEMA)

S AJ10F 6iAl= G2t &L

- Request Schema

= =Nl A APIOI CHEE TIAIXT A210F HIAIS

A== obd)

2 et

{
"$schema": "http://JSON-schema.org/schema#",
"type": "object",

"properties": {
"grant_type": {
"type": "string",
"description" : "APl At XBEH2
H
"scope": {
"type": "string",

"description" : "&#38

=2

HN
ru
il
ol
i
o

1
"required": [
"grant_type"

(‘client_credentials' D&)"

— Response Schema

{
"$schema": "http://JSON-schema.org/schema#",
"type": "object",

"properties": {
'access_token": {
"type": "string",
"description" : "API AIE2Z2 <ol M4

o

ikl
ru
m
L
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"COde”: {

"type": "integer",

"description" : "S& AEHO| CHEt RE"
5

"message": {
IItypell: “String",

"description" : "&Y 24

Se HEol CHet BIAIXI
5

"token_type": {
||typell: “String"’

"description" : "E2 S8 ('bearer’ DH)"
1

oS

"expires_in": {
"type": "integer",

"description" : "access_token 8t2 Al2F (UNIXTIME)"
5

H

"required": [
"access_token",
"code",
"expires_in",
"message”,

"token_type"

1.2 Request

=020l QAN st & L SY AI|0F OlAl= Gt 2Lt
- Request Schema

{

"$schema": "http://JSON-schema.org/schema#",
Iltypell: IIObjeCtII’

"properties": {
"site_tx": {
IItypell: “String",

"description" @ "OIZJ 20N XAXNESZ MY

[

1,
"service_type": {

IItypell: Ilstringll’

ro
kJ
0
F0
O3t
g
o
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"description" : "2¢l&Qel oIE+HsS FPE5HI| A AEI
H
"auth_type": {
"type": "string",
"description" @ "APP PushE& S8t 20QI&2IMHlA 018 Al AHZ5t= gt
|
"req_code": {
"type": "string",
"description" @ "0I&J| &M E L8 2ol&0l A DE"
H
"call_back": {
"type": "string",
"description" @ "0l Xt 2QI&Ql 0|F Zu OO0IH &% 22"
H
"temp_data": {
"type": "string",
"description" : "2Ql&el)|2E FItg 0ISI|20AH MSELS HOoIH"
}
H
"required": [
"req_code",

"service_type",
"site_tx",
"call_back",
"auth_type",
"temp_data"

— Response Schema

{
"$schema": "http://JSON-schema.org/schemad#",
"type": "object",
"properties": {

"code": {
"type": "string",
"description" : "SE& AEH0| CHist D E"
H
"auth_url": {
"type": "string",
"description" : "0t CIEE fI8 EEF URL'

48 TTAK.KO-12.0429



"message": {
"type": "string",
"description" : "S& AEHOI CHSt OIIAIXI"
|
"tx_id": {
"type": "string",
"description" @ "0l 20N QES EMMEAZ AEGHI| o 2ClEoI)| 2
N 488t NRdE8"
}
|
"required": [
"auth_url",
"code",
"message’,
"tx_id"
]
}
.3 Result
=020l WU et E L SE AJ|0t OiAl= TGSt 2L
- Request Schema
{
"$schema": "http://JSON-schema.org/schema#",
"type": "object",
"properties": {
"tx_id": {
"type": "string",
"description" : "0I1ZJ|20lM QESH EcHM AHBID] fAcH 2l &l 20l
AN M8st N 8"
}
H
"required": [
"tx_id"
]
}
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— Response Schema

{
"$schema": "http://JSON-schema.org/schema#",
"type": "object",
"properties": {
"code": {
"type": "string",
"description" : "SE& AEH0| CHist R E"
H
"HMAC": {
"type": "string",
"description" @ "2¥S 3t HIOIEHS AL 2E5= <fIst 23 4"
H
"encData": {
"type": "string",
"description" : "2¢l&tel ZNtel &S5t HIO0IH"
|
"message": {
"type": "string",
"description" : "S& AEHOI CHSH BIAIXI"
H
"tx_id": {
"type": "string",
"description" @ "OIZJ| 20N REE EHMES ASEGH| ol =l=lT| 2t
N MYE Ns H8"
}
H
"required": [
"HMAC",
"code",
"encData",
"message’,
"tx_id"
]
}
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Ot JITHE &1 &9 Z2t20l JIME Z2, e EE(EM)2 S HE CHAHA
OF R S0tH HEE HAIGHA 22 Z0l= oig E&E(E1D)2 =4 HEs TEL.
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